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Whistleblowing Rules

Executive Summary

This study with the terms of reference:

What, if any, are the shortcomings of the EU Institutions' current rules on
whistleblowing? What improvements could be introduced on the basis of the
best practice applying in the Member States, the USA and the private sector?

was called for by European Parliament Committee on Budgetary Control and was
commissioned by the Parliament’s Directorate D, Budgetary Affairs, of the DG
Internal Policies of the Union.

This study has received input from four EU Institutions and six EU whistleblowers
who have been approached with standardised questions, specifying aspects of the
terms of reference. The quotations from whistleblowers have been kept anonymous.
Two of them expressed their willingness to witness to the Parliament, so that their
identity would be released, if the Parliament expresses a desire to hear them on the
subject of this study.

The research phase for this study was quite constrained by the tight time schedule
of the European Parliament. The specifications would be worthy of a thorough
dissertation.

The RCC approach is based on the conviction that any organisation only exists
because of the fundamental conventions, including laws and ethics, of a society.
This applies to public administration as well as to private companies. Both may lose
their right to exist (their legitimacy), if they behave in contravention of the law. Laws
and Ethics are not outside demands on these organisations, they are their
fundamentals.

On this basis the study strove to develop a measure to evaluate the “shortcomings”
of the current rules as in the terms of reference. There is no statutory definition of a
whistleblower - not in the Staff Regulations of the Officials of the European Union,
nor anywhere else. Typically the word is not even used in legal texts. However, there
are a number of decidedly different understandings of the concept behind the term.
Accordingly, the study first ventures to highlight the context of Whistleblowing.
There exists now significant experience with different approaches so that the study
can deliberately choose a definition that is helpful in addressing the problems
experienced under the scope of this study.

The definition of Whistleblowing thus chosen by the end of the first part is:

- the insider disclosure of what is perceived to be evidence;
- of illegal conduct or other serious risks;
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- out of or in relation to activities of an organisation including the work related
activities of its staff.

A definition in itself cannot suffice to determine the possible shortcomings of an
approach. For this purpose two more elements are required as tools of analysis: a
spectrum of possible approaches and a description of what can actually be
experienced under the EU Institutions’ current rules on Whistleblowing.

Part 2 defines the State of the Art, first describing conceivable and actually existing
approaches to Whistleblowing. The conceivable approaches are developed from the
concept that Whistleblowing happens in a system in which the disclosure of
information has to relate to consequences and the organisation and its management
is in the position of interface between the individual and the public (interest). The
duty to disclose is mentioned as an approach to resolve the underlying dilemma, as
well as the contributions of law and the judiciary or the appeal to management.
Finally soft law and “alternative” approaches are mentioned. The chapter suggests
the concept of responsibility matched with an escalating system of liabilities as
praiseworthy and ends with a recall of the other perspective: the sufferings typically
experienced by whistleblowers. It is fairly well known and documented that the act
of blowing the whistle often has two or three years of run-up and afterwards takes
five to ten years to return to a more or less normal life. The study strives to raise
attention to the fact that on the side of the organisation similar long-term
developments and damages can be observed, which do not balance or outweigh
those of the whistleblower, but add to them.

The next chapter gives an overview of the most relevant models of dealing with the
syndromes around Whistleblowing internationally. The situation in the countries of
the Roman Law tradition is explained with particular regard to France and Germany,
but also mentioning the Netherlands and the new Member States. Contrary to
common belief, these countries are not traditionally immune or uninterested in
whistleblower protection, but do in fact have valuable elements that can in fact be
compared with the situation in the Common Law countries. These practically all
have explicit whistleblower protection legislation. The situation in the U.S.A. and the
UK are explained in more detail. Finally the situation in the private sector, and the
brand new policy at the UN General Secretariat are explained - both strongly
influenced by the U.S. models. The situation at the UN is of particular interest to this
study, since the UN administration has some traits in common with the EU
Institutions. Attention is drawn to the reasons, why the UK Public Interest Disclosure
Act and the UN policy are closest to what can be a best practice from the point of
view of the EU Institutions. Very briefly at this point, both examples include the
widest range of irregularities and misconduct as subject matter, which can be
disclosed by anyone who could possibly have such insider knowledge. In both cases,
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whistleblowers can eventually go even to an external institution of their choice, if
that is necessary to respond to dangers, and if internal reporting is impossible
(unreasonable). Harassment of whistleblowers is decidedly treated as misconduct.
Otherwise, there are also marked differences between the two models, partly due to
the fact that the UK statute resides in a larger legal framework, while the UN policy
has to rely on internal regulations and partly has to create its own framework,
including a new Ethics Office reporting only to the Secretary General and the
General Assembly.

The Best Practice particularly with regard to a large international public
administration, is developed from the best elements of these approaches and
consists of 18 different points, which are explained at the end of this part in some
detail.

Part 3 relates the EU experiences and the international framework in which the
European Union exists. The EU Institutions have to adopt and maintain a meaningful
system of whistleblower protection as a matter of convergence and because of the
requirements of international treaties. This is shown in the first two chapters. Most
of this has only evolved in the last 10 years but much more is in development,
including within the Member States, e.g. in France and Germany.

The study then continues to evoke some of the events that led to Whistleblowing
rules in the EU, and reactions in the Commission in order to clarify their purpose.
The third chapter analyses the current Whistleblowing arrangements of the EU and
how they can serve their purpose. An analysis of the mechanisms of these rules and
how they work stands at the centre. At that point of the study an opinion on
possible shortcomings of the EU regulations can take shape. After a clear under-
standing of what Whistleblowing is and how it is situated in its environment, has
been developed, it will be permissible to state that even the regulations themselves
are technically and in their wording ill disposed to encourage risk communication,
or grant whistleblowers meaningful protection. This explains to some extent why
only a handful of whistleblowers are recorded in OLAF registries, although all
whistleblowers have the possibility to approach OLAF themselves, and, even if they
don’t, all whistleblowers’ reports should eventually be forwarded to the OLAF.

Articles 22a and b of the Staff Regulations address only a fraction of what would
typically be defined as Whistleblowing activity. Furthermore, they are of limited
effect in promoting desirable behaviour both on the management side as well as on
the staff side: There is a mechanism that stresses only a duty to report. The
Institutions promise no more than not to react negatively, if officials comply with
these rules. This cannot be seen as an encouragement. Furthermore the duty to
report is so described that it seems virtually impossible to comply “honestly and
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reasonably.” Any potentially permitted reporting activity is narrowed down to
become meaningless. For these reasons only a small proportion of the reports that
could be expected in the private sector are in fact recorded in the EU institutions.

It will be necessary to study a “right to report” that leads beyond the confines of the
institutions, if that is necessary to avoid a significant damage to the public interest
or to the operations of the Communities and the use of internal mechanisms is not
possible for defined reasons. Beyond a right to report and the obvious protection
against harassment, it may be necessary but also sufficient to motivate superiors
and management to give every bit of risk information from the staff qualified
evaluation with due diligence. It will also take meaningful and timely feedback if a
risk dialogue is to start in the Institutions, enhancing responsible behaviour on the
job with a sense of loyalty to the Communities and their citizens.

The study ends with a number of proposals on how the situation can be improved
within an ambitious schedule of about five years. While a significant change of
policies and practices will be necessary, changing the Staff regulations will not likely
be the first step. The author recommends a staff consultation process (including
possibly a staff survey) for an integrative Ethics approach of which new, improved
Whistleblower Regulations would form a part.

The findings of the study are supported by a benchmarking in Annex 1, which takes
the 18 best practice elements and holds them against their EU equivalent. The
process is explained and there are specific remarks to each of the points. The
overall score of the EU Institutions' current rules on whistleblowing is 43% - which
means clearly failed against the benchmark. Only 6 out of 18 elements can be
judged as passed - and of them none as good. In particular the elements of
Protection, Burden of Proof and Whistleblower Participation urgently need
improvement.
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ANNEX |

Independent review system, whether
observed behaviour constitutes harass-

Ombudsman,

Formally the judicial review is intact,
until recently, though resource inten-
sive, hearings were not appreciated as

15 ment and whether related to Whistleblow- o adequately providing justice. Only
: European Civil . .
Independent ing. Access to the court system, preferably . , 3/5 review of matters of law after Civil Ser-
. . . ) Service Tribu- : ) L
Review with independent out-of-court dispute vice Tribunal decision; as yet, no ex-
. : L nal, CFl : : . . .
resolution options (mediation) as a less perience with this panel; settlement is to
interruptive intermediate alternative. be promoted; third party mediation
should be institutionalised.
OLAF is focussed on prospective inves-
16 Impartial advice for the prospective OLAF 2/5 tigations, not on whistleblower con-
Support whistleblower. cerns. Independent advice should be
made available.
EU System of Codes of Conduct, Rules on Ethics and
17 Risk communication system needs staff Joint Commit- 2[5 Rules on Risk Communication should
Staff Buy-in confidence. tes, Hearings be set up with the widest possible in-
etc. volvement of stakeholders.
General tone certainly very positive; the
18 Tone from the top and message in the Commission impression of the statements has been
Credibilit rules support Whistleblowing and the Statements 3/5 impaired by delayed and incomplete
y practice in the organisation. and Practice implementation, stance of middle man-
agement unclear.
TOTAL 39/90 =43%
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Explanation of Benchmark

The Benchmark and criteria have been adopted from the
Study and take particular regard to the situation of the
EU Communities. The issue of the study is certainly not a
matter of statistics. However, since all criteria are essen-
tial, a performance of

- less than 50% on an overall average, or
- less than 2/5 on more than one element

raises serious doubt about the effectiveness of the
system, even where parts were outstanding. Currently
the EU Staff Regulations reach an overall average of
43 % — on the first glance not so far from an acceptable
50 % - however with three elements at only 1/5 points.
The situation has to be rated as clearly below minimum
standards, if one considers that the rules fail (2/5 points
or less) on two thirds of the criteria. That means, on two
thirds of the criteria current rules and practice are clearly
below what has to be expected as against the
benchmark. Only 6 out of 18 criteria are clearly in the
acceptable region, none is outstanding.

In order to improve,

- first, all marks of 1/5 need to be addressed. These
are clearly unacceptable but also relatively easy to
bring in regions of acceptability;

- next all should be addressed. These
need to be improved to an overall “pass” (equal or
better than 3/5);

- from time to time it will be easy and obvious to make
improvements on all other points as well.

With this strategy and understanding the complexities of
changing the Staff Regulations, an overall “pass” should
be achievable within one year (by 2007). The necessary
cultural improvements can be expected to a certain extent
even throughout that first year, because the process will
have to be taken very seriously. Beyond that it will take
much longer to build up a host of positive experiences for
all, which in turn will influence the underlying culture. An
overall mark of at least 66 % (~50% improvement) should
be aimed for and seems achievable within 3 years. Better
marks than 75% will only be possible once there is trust in
safe internal risk communication. Trust needs repeated
positive experiences and time to build up. Along this ambi-
tious schedule this can be possible within 5 years.
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Staff Regulations of Officials of the European Communities

Article Page
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Section 2 Compulsory reSignation..........ccccceoeereieneineie e 49 e 25
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Section 4 Procedures for dealing with inCOMPEeNnCe...........cccoevvvireeeinnnecierennas 5L i 26
Section 5 REtIFEMENT ......cooiiiiiicee e 52-53..ciiieies 27
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TITLE VIIIA SPECIAL AND EXCEPTIONAL PROVISIONS APPLICABLE
TO OFFICIALS SERVING IN A THIRD COUNTRY .....cocoviiiriiniieneinns 1018 e 44
TITLE IX TRANSITIONAL AND FINAL PROVISIONS .....cocoiiiiriiiiiiiiies et 44
CHAPTER 1 TRANSITIONAL PROVISIONS.........cocoeiiniiiiineiieicine 102-109.....cccccvveinne 44
CHAPTER 2 FINAL PROVISIONS ......cccoviiiiiiiiicnetcrcs e 110 i 45

Title 11: Rights and obligations of officials

Article 11 (96)

An official shall carry out his duties and conduct himself solely with the interests of the
Communities in mind; he shall neither seek nor take instructions from any government,
authority, organisation or person outside his institution. He shall carry out the duties
assigned to him objectively, impartially and in keeping with his duty of loyalty to the
Communities. An official shall not without the permission of the appointing authority
accept from any government or from any other source outside the institution to which he
belongs any honour, decoration, favour, gift or payment of any kind whatever, except for
services rendered either before his appointment or during special leave for military or other
national service and in respect of such service.

Article 11a (96)

1. An official shall not, in the performance of his duties and save as hereinafter provided,
deal with a matter in which, directly or indirectly, he has any personal interest such as to
impair his independence, and, in particular, family and financial interests.

2. Any official to whom it falls, in the performance of his duties, to deal with a matter
referred to above shall immediately inform the Appointing Authority. The Appointing
Authority shall take any appropriate measure, and may in particular relieve the official from
responsibility in this matter.

3. An official may neither keep nor acquire, directly or indirectly, in undertakings which
are subject to the authority of the institution to which he belongs or which have dealings
with that institution, any interest of such kind or magnitude as might impair his independ-
ence in the performance of his duties.

Article 12 (96)

An official shall refrain from any action or behaviour which might reflect adversely upon
his position.

Article 12a (96)
1. Officials shall refrain from any form of psychological or sexual harassment.

2. An official who has been the victim of psychological or sexual harassment shall not
suffer any prejudicial effects on the part of the institution. An official who has given evi-
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dence on psychological or sexual harassment shall not suffer any prejudicial effects on the
part of the institution, provided the official has acted honestly.

3. “Psychological harassment” means any improper conduct that takes place over a period,
IS repetitive or systematic and involves physical behaviour, spoken or written language,
gestures or other acts that are intentional and that may undermine the personality, dignity or
physical or psychological integrity of any person.

4. “Sexual harassment” means conduct relating to sex which is unwanted by the person to
whom it is directed and which has the purpose or effect of offending that person or creating
an intimidating, hostile, offensive or disturbing environment. Sexual harassment shall be
treated as discrimination based on gender.

Article 12b (96)

1. Subject to Article 15, an official wishing to engage in an outside activity, whether paid or
unpaid, or to carry out any assignment outside the Communities, shall first obtain the
permission of the Appointing Authority. Permission shall be refused only if the activity or
assignment in question is such as to interfere with the performance of the official's duties or
is incompatible with the interests of the institution.

2. An official shall notify the Appointing Authority of any changes in a permitted outside
activity or assignment, which occur after the official has sought the permission of the
Appointing Authority under paragraph 1. Permission may be withdrawn if the activity or
assignment no longer meets the conditions referred to in the last sentence of paragraph 1.

Article 13(96)

If the spouse of an official is in gainful employment, the official shall inform the appointing
authority of his institution. Should the nature of the employment prove to be incompatible
with that of the official and if the official is unable to give an undertaking that it will cease
within a specified period, the appointing authority shall, after consulting the Joint
Committee, decide whether the official shall continue in his post or be transferred to
another post.

Article 14 (96)
Repealed

Article 15 (96)

1. An official who intends to stand for public office shall notify the Appointing Authority.
The Appointing Authority shall decide, in the light of the interests of the service, whether
the official concerned:

(a) should be required to apply for leave on personal grounds, or

(b) should be granted annual leave, or

(c) may be authorised to discharge his duties on a part-time basis, or

(d) may continue to discharge his duties as before.
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2. An official elected or appointed to public office shall immediately inform the Appointing
Authority. The Appointing Authority shall, having regard to the interests of the service, the
importance of the office, the duties it entails and the remuneration and reimbursement of
expenses incurred in carrying out those duties, take one of the decisions referred to in
paragraph 1. If the official is required to take leave on personal grounds or is authorised to
discharge his duties on a part-time basis, the period of such leave or part-time working shall
correspond to the official’s term of office.

Article 16 (96)

An official shall, after leaving the service, continue to be bound by the duty to behave with
integrity and discretion as regards the acceptance of certain appointments or benefits.
Officials intending to engage in an occupational activity, whether gainful or not, within two
years of leaving the service shall inform their institution thereof. If that activity is related to
the work carried out by the official during the last three years of service and could lead to a
conflict with the legitimate interests of the institution, the Appointing Authority may,
having regard to the interests of the service, either forbid him from undertaking it or give its
approval subject to any conditions it thinks fit. The institution shall, after consulting the
Joint Committee, notify its decision within 30 working days of being so informed. If no
such notification has been made by the end of that period, this shall be deemed to constitute
implicit acceptance.

Article 17 (96)

1. An official shall refrain from any unauthorised disclosure of information received in the
line of duty, unless that information has already been made public or is accessible to the
public.

2. An official shall continue to be bound by this obligation after leaving the service.

Article 17a (96)

1. An official has the right to freedom of expression, with due respect to the principles of
loyalty and impartiality.

2. Without prejudice to Articles 12 and 17, an official who intends to publish or cause to be
published, whether alone or with others, any matter dealing with the work of the
Communities shall inform the Appointing Authority in advance. Where the Appointing
Authority is able to demonstrate that the matter is liable seriously to prejudice the legiti-
mate interests of the Communities, the Appointing Authority shall inform the official of its
decision in writing within 30 working days of receipt of the information. If no such
decision is notified within the specified period, the Appointing Authority shall be deemed
to have had no objections.

Article 18 (96)

1. All rights in any writings or other work done by any official in the performance of his
duties shall be the property of the Community to whose activities such writings or work
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relate. The Communities shall have the right to acquire compulsorily the copyright in such
works.

2. Any invention made by an official in the course of or in connection with the performance
of his duties shall be the undisputed property of the Communities. The institution may, at
its own expense and on behalf of the Communities, apply for and obtain patents therefore
in all countries. Any invention relating to the work of the Communities made by an official
during the year following the expiration of his term of duty shall, unless proved otherwise,
be deemed to have been made in the course of or in connection with the performance of his
duties. Where inventions are the subject of patents, the name of the inventor or inventors
shall be stated.

3. The institution may in appropriate cases award a bonus, the amount of which shall be
determined by the institution, to an official who is the author of a patented invention.

Article 19

An official shall not, without permission from the appointing authority, disclose on any
grounds whatever, in any legal proceedings information of which he has knowledge by
reason of his duties. Permission shall be refused only where the interests of the Commu-
nities so require and such refusal would not entail criminal consequences as far as the
official is concerned. An official shall continue to be bound by this obligation after leaving
the service. The provisions of the preceding paragraph shall not apply to an official or
former official giving evidence before the Court of Justice of the European Communities or
before the Disciplinary Board of an institution on a matter concerning a servant or former
servant of one of the three European Communities.

Article 20 (96)

An official shall reside either in the place where he is employed or at no greater distance
therefrom as is compatible with the proper performance of his duties. The official shall
notify the Appointing Authority of his address and inform it immediately of any change of
address.

Article 21 (24) (96)

An official, whatever his rank, shall assist and tender advice to his superiors; he shall be
responsible for the performance of the duties assigned to him. An official in charge of any
branch of the service shall be responsible to his superiors in respect of the authority
conferred on him and for the carrying out of instructions given by him. The responsibility
of his subordinates shall in no way release him from his own responsibility.

Article 21a (96)

1. An official who receives orders which he considers to be irregular or likely to give rise to
serious difficulties shall inform his immediate superior, who shall, if the information is
given in writing, reply in writing. Subject to paragraph 2, if the immediate superior con-
firms the orders and the official believes that such confirmation does not constitute a rea-
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sonable response to the grounds of his concern, the official shall refer the question in
writing to the hierarchical authority immediately above. If the latter confirms the orders in
writing, the official shall carry them out unless they are manifestly illegal or constitute a
breach of the relevant safety standards.

2. If the immediate superior considers that the orders must be executed promptly, the
official shall carry them out unless they are manifestly illegal or constitute a breach of the
relevant safety standards. At the request of the official, the immediate superior shall be
obliged to give such orders in writing.

Article 22

An official may be required to make good, in whole or in part, any damage suffered by the
Communities as a result of serious misconduct on his part in the course of or in connection
with the performance of his duties. A reasoned decision shall be given by the appointing
authority in accordance with the procedure laid down in regard to disciplinary matters. The
Court of Justice of the European Communities shall have unlimited jurisdiction in disputes
arising under this provision.

Article 22a (96)

1. Any official who, in the course of or in connection with the performance of his duties,
becomes aware of facts which gives rise to a presumption of the existence of possible
illegal activity, including fraud or corruption, detrimental to the interests of the Commu-
nities, or of conduct relating to the discharge of professional duties which may constitute a
serious failure to comply with the obligations of officials of the Communities shall without
delay inform either his immediate superior or his Director-General or, if he considers it
useful, the Secretary-General, or the persons in equivalent positions, or the European Anti-
Fraud Office (OLAF) direct. Information mentioned in the first subparagraph shall be given
in writing.

This paragraph shall also apply in the event of serious failure to comply with a similar
obligation on the part of a Member of an institution or any other person in the service of or
carrying out work for an institution.

2. Any official receiving the information referred to in paragraph 1 shall without delay
transmit to

OLAF any evidence of which he is aware from which the existence of the irregularities
referred to in paragraph 1 may be presumed.

3. An official shall not suffer any prejudicial effects on the part of the institution as a result
of having communicated the information referred to in paragraphs 1 and 2, provided that he
acted reasonably and honestly.

4. Paragraphs 1 to 3 shall not apply to documents, deeds, reports, notes or information in
any form whatsoever held for the purposes of, or created or disclosed to the official in the
course of, proceedings in legal cases, whether pending or closed.
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Article 22b (96)

1. An official who further discloses information as defined in Article 22a to the President of
the

Commission or of the Court of Auditors or of the Council or of the European Parliament, or
to the European Ombudsman, shall not suffer any prejudicial effects on the part of the
institution to which he belongs provided that both of the following conditions are met:

(a) the official honestly and reasonably believes that the information disclosed, and any
allegation contained in it, are substantially true; and

(b) the official has previously disclosed the same information to OLAF or to his own
institution and has allowed the OLAF or that institution the period of time set by the Office
or the institution, given the complexity of the case, to take appropriate action. The official
shall be duly informed of that period of time within 60 days.

2. The period referred to in paragraph 1 shall not apply where the official can demonstrate
that it is unreasonable having regard to all the circumstances of the case.

3. Paragraphs 1 and 2 shall not apply to documents, deeds, reports, notes or information in
any form whatsoever held for the purposes of, or created or disclosed to the official in the
course of, proceedings in legal cases, whether pending or closed.

Article 23 (24)(96)

The privileges and immunities enjoyed by officials are accorded solely in the interests of
the Communities. Subject to the Protocol on Privileges and Immunities, officials shall not
be exempt from fulfilling their private obligations or from complying with the laws and
police regulations in force. When privileges and immunities are in dispute, the official
concerned shall immediately inform the appointing authority. The laissez-passer provided
for in the Protocol on Privileges and Immunities shall be issued to officials in grades grade
AD 12 to AD 16 and equivalent grades. Where the interests of the service so require, this
laissez-passer may be issued, by special decision of the appointing authority, to officials in
other grades whose place of employment lies outside the territory of the Member States.

Article 24 (8) (96)

The Communities shall assist any official, in particular in proceedings against any person
perpetrating threats, insulting or defamatory acts or utterances, or any attack to person or
property to which he or a member of his family is subjected by reason of his position or
duties. They shall jointly and severally compensate the official for damage suffered in such
cases, in so far as the official did not either intentionally or through grave negligence cause
the damage and has been unable to obtain compensation from the person who did cause it.

Article 24a (8) (96)

The Communities shall facilitate such further training and instruction for officials as is
compatible with the proper functioning of the service and is in accordance with its own
interests. Such training and instruction shall be taken into account for purposes of promo-
tion in their careers.
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Article 24b (96)

Officials shall be entitled to exercise the right of association; they may in particular be
members of trade unions or staff associations of European officials.

Article 25 (8) (96)

Officials may submit requests concerning issues covered by these Staff Regulations to the
Appointing Authority of their institution. Any decision relating to a specific individual
which is taken under these Staff Regulations shall at once be communicated in writing to
the official concerned. Any decision adversely affecting an official shall state the grounds
on which it is based. Specific decisions regarding appointment, establishment, promotion,
transfer, determination of administrative status and termination of service of an official
shall be published in the institution to which the official belongs. The publication shall be
accessible to all staff for an appropriate period of time.

Article 26 (96)

The personal file of an official shall contain:

(a) all documents concerning his administrative status and all reports relating to his ability,
efficiency and conduct;

(b) any comments by the official on such documents.

Documents shall be registered, numbered and filed in serial order; the documents referred
to in subparagraph (a) may not be used or cited by the institution against an official unless
they were communicated to him before they were filed. The communication of any
document to an official shall be evidenced by his signing it or, failing that, shall be effected
by registered letter to the last address communicated by the official.

An official's personal file shall contain no reference to his political, trade union, philoso-
phical or religious activities and views, or to his racial or ethnic origin or sexual orientation.
The precedent paragraph shall not however prohibit the insertion in the file of adminis-
trative acts and documents known to the official which are necessary for the application of
these Staff Regulations. There shall be only one personal file for each official. An official
shall have the right, even after leaving the service, to acquaint himself with all the
documents in his file and to take copies of them. The personal file shall be confidential and
may be consulted only in the offices of the administration or on a secure electronic
medium. It shall, however, be forwarded to the Court of Justice of the European Com-
munities if an action concerning the official is brought.

Article 26a (96)

Officials shall have the right to acquaint themselves with their medical files, in accordance
with arrangements to be laid down by the institutions.
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The Committee on Standards in Public Life (CSPL), Getting the Balance Right - Implementing
Standards of Conduct in Public Life, 10" Report, London 2005

Whistleblowing

4.31 Whistleblowing is the "pursuit of a concern about wrongdoing that does damage to a
wider public interest” [Public Concern at Work, 22/96/05]. It is therefore part of the
continuum of the communication process which begins with raising a wrongdoing with a line
manager, but goes beyond that if the line manager does not deal with it or is not the
appropriate person to be approached [Guy Dehn 15.06.04 508]. As the Committee noted in
its Third Report [15, page 48], the essence of a whistleblowing system is that staff should be
able to by-pass the direct management line, because that may well be the area about which
their concerns arise, and that they should be able to go outside the organisation if they feel
the overall management is engaged in an improper course. Effective whistleblowing is
therefore a key component in any strategy to challenge inappropriate behaviour at all levels
of an organisation. It is both an instrument in support of good governance and a manifestation
of a more open organisational culture.

4.32 This is the first time the whistleblowing issue has been examined by this Committee
since the Public Interest Disclosure Act became law, giving protection from victimisation to
those who have raised issues of concern.

4.33 The Public Interest Disclosure Act 1998, which came into force in 1999, provides
whistleblowers with statutory protection against dismissal and victimisation. The Act applies
to people at work raising genuine concerns about crime, civil offences, miscarriage of justice,
and danger to health and safety or the environment. It applies whether or not the information
is confidential and extends to malpractice overseas. The Act distinguishes between internal
disclosures (a disclosure in good faith to a manager or the employer is protected if the
whistleblower has reasonable suspicion that the malpractice has occurred or is likely to
occur), regulatory disclosures and wider disclosures. Regulatory disclosures can be made
in good faith to prescribed bodies such as the Health and Safety Executive, the Inland
Revenue and the Financial Services Authority. Wider disclosures (e.g. to the police, the
media, and MPs) are protected if, in addition to the tests for internal disclosures, they are
reasonable in all the circumstances and they meet one of three conditions. Provided they are
not made for personal gain these conditions are, that the whistleblower:

e reasonably believed he would be victimised if he raised the matter internally
or with a prescribed regulator;

e reasonably believed a cover-up was likely and there was no prescribed
regulator; or

« had already raised the matter internally or with a prescribed regulator.

4.34 In the first three years of the Act, employees lodged over 1,200 claims alleging
victimisation for whistleblowing. Two thirds of these claims were settled or withdrawn
without any public hearing. Tribunals reached full decisions in 152 cases [16]. This has
raised issues about whether it should be necessary for there to be legal protection for those
raising concerns, or whether this should be tackled beforehand in the form of creating an
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organisational culture which promotes openness in the work place, so that these concerns are
raised before it becomes necessary to invoke legislation.

4.35 Firstly, it is important to reiterate that the Act is a statutory 'backstop' to ensure that
employees who follow prescribed procedures for raising concerns are not victimised or suffer
detriment as a result. Where an individual case reaches the point of invoking the Act then this
represents a failure of the internal systems in some respect. Either the employee has failed to
follow the procedure (for whatever reason) or the procedures themselves have failed. In our
view, therefore, any case where the Act is invoked should initiate a review of the
whistleblowing procedures in that organisation.

4.36 Secondly, it is important to distinguish between the popular media-driven definition of a
successful ‘whistleblower' taking his or her 'story’ directly to the press or other (nonregulator
or non-prescribed) external bodies and ‘real' internal whistleblowing. Successful
whistleblowing, in terms of a healthy organisational culture is when concerns are raised
internally with confidence about the internal procedures and where the concern is properly
investigated and, where necessary, addressed. During the course of our inquiry there were a
number of high profile 'so called' whistleblowing cases involving government departments. It
is not for this Committee to comment on individual cases. However, just as where the
invoking of the Act should trigger a review of whistleblowing procedures in an organisation,
so should the unauthorised disclosure of information by those who cite public interest
reasons. Such reviews should in no way be seen or taken as any admission of culpability by
the organisation involved. A review is critical in such circumstances to demonstrate to other
employees the commitment to 'living out' effective whistleblowing procedures and to learn
whether there were issues of organisational culture which may have contributed to the
unauthorised disclosure.

"What | tend to see, obviously from a journalist's point of view, is what reaches the
media. It is when the whistleblowing arrangements do not work within an
organisation then they sort of explode into the public domain”

[Douglas Fraser, Political Editor of the Sunday Herald, 17.06.04 1262].

4.37 The evidence the Committee received indicates that public service leaders do recognise
the importance of proper whistleblowing procedures and the integral part this plays in a
healthy organisational culture:

"We have not gone so far as to teach Welsh schoolchildren the declension of, 'l brief,
you leak, he, she or it blows the whistle’. I think the issue is that we believe that
whistleblowers, without being artificially stimulated or encouraged to blow the
whistle, have adequate protection if they do see something that they believe should
have the whistle blown on it, to do what they should do at that point, which is to blow
the whistle™

[The Rt Hon Rhodri Morgan AM 7.07.04 2426].

"Perhaps | should just say that I think - and would like to say unambiguously - that
the right of people to whistleblow, using the appropriate channels, is fundamental and
absolutely important... ... Anyone working in the public sector who has a problem of
this nature must feel that they can make their point known in an appropriately
protected and safeguarded way"

[Sir Jon Shortridge 7.07.04 2427].
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"I think the existence of whistleblowing will often highlight a lack of maturity in an
organisation in terms of being able to deal with contentious issues in an effective,
straightforward and sensible way. | do feel with other things that this [your]
Committee has promoted that the focus on whistleblowing and the approach that has
been developed over the last five/ten years has resulted in good progress”

[Sir Alan Langlands, 13.07.04 2877].

4.38 Public Concern at Work, the leading campaigning charity in the whistleblowing area,
provided the Committee with comprehensive evidence, which repays careful reading [Public
Concern at Work 22/96/01-15; Guy Dehn, Anna Myers, 15.06.04]. They warned of the
dangers of a prescriptive 'one size fits all' approach to whistleblowing policies because of the
wide differences in the size, function, and constitution of public bodies and because the
uncritical adoption of model procedures can lead to an unwitting tick-box approach to
governance.

4.39 Public Concern at Work drew our attention to variable practice on whistleblowing, both
among regulators and across the public sector. We were told that "There are a lot of
differences” in the way in which regulators regard whistleblowing. While some, like the
Audit Commission and the Financial Services Authority, have embraced the concept and
communicated it very effectively, others have not [Guy Dehn 15.06.04 605].

4.40 This differential approach can be confusing and where the concept is not effectively
communicated, disadvantageous to the challenge of inappropriate behaviour. It underlines the
importance of our recommendation for public bodies to share good practice across
organisational and sector boundaries. Regulators are not exempt from this. Indeed, as we
pointed out in Chapter 1, cross-fertilisation is one of the principles of strategic regulation.

RECOMMENDATION

R37. All regulators should review their procedures for handling whistleblowing by individuals
in bodies under their jurisdiction, drawing upon best practice (for example the Audit
Commission and Financial Services Authority).

4.41 There is also a differential approach across the public sector. A key determinant of the
effectiveness of the whistleblowing arrangements in a public body is the willingness of the
board to demonstrate leadership on this issue. This means reviewing procedural
arrangements, the extent to which they are trusted, awareness levels throughout the
organisation, and reviewing how people who used the procedures were treated [Guy Dehn
15.06.04 630].

4.42 1t is therefore of concern that the Audit Commission has found that only 50 per cent of
the employees in the local government and health bodies which have used the Commission's
self-assessment tools were aware of the Public Interest Disclosure Act, and the protection this
affords an employee making a disclosure concerning fraud and corruption [Audit
Commission, 22/85/04].

4.43 Public Concern at Work emphasised key elements of good practice for organisations to
ensure their whistleblowing arrangements are fit for purpose and integral to their
organisational culture. This Committee emphatically endorses this good practice which can
be summarised in four key elements:
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(ii)

(iii)

(iv)

Ensuring that staff are aware of and trust the whistleblowing avenues. Successful
promotion of awareness and trust depend upon the simplicity and practicality of the
options available, and also on the ability to demonstrate that a senior officer inside
the organisation is accessible for the expression of concerns about wrongdoing, and
that where this fails, there is recourse to effective external and independent
oversight.

Provision of realistic advice about what the whistleblowing process means for
openness, confidentiality and anonymity. While requests for confidentiality and
anonymity should be respected, there may be cases where a public body might not
be able to act on a concern without the whistleblower's open evidence. Even where
the whistleblower's identity is not disclosed, "this is no guarantee that it will not be
deduced by those implicated or by colleagues."

Continual review of how the procedures work in practice. This is a key feature of the
revised Code on Corporate Governance, which now places an obligation on the audit
committees of listed companies to review how whistleblowing policies operate in
practice. The advantage of this approach is that it ensures a review of action taken in
response to the expression of concerns about wrongdoing; it allows a look at
whether confidentiality issues have been handled effectively and whether staff have
been treated fairly as a result of raising concerns.

Regular communication to staff about the avenues open to them. Creative ap-
proaches to this include the use of payslips, newsletters, management briefings and
Intranets, and use too of Public Concern's helpline, launched in 2003 and available
through subscription.

RECOMMENDATION

R38. Leaders of public bodies should reiterate their commitment to the effective
implementation of the Public Interest Disclosure Act 1998 and ensure its principles
and provisions are widely known and applicable in their own organisation. They
should commit their organisations to following the four key elements of good
practice i.e.

(i)

(i1)

(iii)
(iv)

Ensuring that staff are aware of and trust the whistleblowing avenues;

Provision of realistic advice about what the whistleblowing process means for
openness, confidentiality and anonymity;

Continual review of how the procedures work in practice; and

Regular communication to staff about the avenues open to them.
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Conclusion

4.44 Embedding the Seven Principles of Public Life into organisational culture is a common
thread that runs through this report. Our analysis and recommendations in Chapters 2 and 3
are specifically designed to introduce proportionate arrangements to do just this in the area of
public appointments by government departments and in the conduct of councillors in local
government.

4.45 In this final chapter we have reviewed some of the key generic components that can be
applied more widely in all public sector bodies to enhance their governance arrangements in
an effective and proportionate manner. Inevitably much of this concerns learning and
drawing upon good practice in specific areas for more general application across the public
sector. This is not always straightforward. While it appears that many of us can readily
recognise a healthy organisation with ethical behaviour at the heart of its culture (i.e. part and
parcel of everyday operations) we all find it more difficult to describe the constituents parts
which have made it so.

4.46 However intangible the issue of culture appears, the Committee believes that it is critical
to delivering high standards of propriety in public life in a proportionate and effective
manner. Learning from good practice must play a central role and we have identified three
key areas for improvement:

e Training and development. We were particularly impressed with the innovative
experienced based learning techniques pioneered by the Audit Commission which
help organisations reach their own determinations of their strengths and
weaknesses and allow the solutions to come from within rather than imposed from
outside. The tools have the added benefit of allowing benchmarking against similar
organisation and, if widely used, will provide useful aggregate data on ethical culture
across the public sector.

« Governance of propriety in managing conflicts of interest. A very real challenge
faces public bodies in how to involve people with current and relevant expertise in
non-executives roles, while at the same time ensuring no conflict or perception of
conflict between public and private interests. Continual vigilance, openness and a
risk based approach can help organisation achieve this balance. Two recent reports
[13 and 14] have wide applicability and we recommend that the best practice so
described should be adopted by all public bodies; and

o 'Whistleblowing' - or more accurately - a culture that encourages the challenge of
inappropriate behaviour at all levels. We have sought to distinguish between the
'media’ driven definition of whistleblowing and the role it can play internally in a
healthy ethical organisational culture. Here, more than in any other area we have
considered, the principle of Leadership is paramount if organisations are to truly 'live
out' the procedures that all have in place. The statutory framework (Public Interest
Disclosure Act 1998) is a helpful driver but must be recognised as a ‘backstop’ which
can provide redress when things go wrong not as a substitute for cultures that
actively encourage challenge of inappropriate behaviour. We have recommended
that leaders of public bodies should commit themselves to follow the elements of
good practice developed by Public Concern at Work, the leading organisation in this
field.
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Whistleblowing

4.31 Whistleblowing is the "pursuit of a concern about wrongdoing that does damage to a
wider public interest” [Public Concern at Work, 22/96/05]. It is therefore part of the
continuum of the communication process which begins with raising a wrongdoing with a line
manager, but goes beyond that if the line manager does not deal with it or is not the
appropriate person to be approached [Guy Dehn 15.06.04 508]. As the Committee noted in
its Third Report [15, page 48], the essence of a whistleblowing system is that staff should be
able to by-pass the direct management line, because that may well be the area about which
their concerns arise, and that they should be able to go outside the organisation if they feel
the overall management is engaged in an improper course. Effective whistleblowing is
therefore a key component in any strategy to challenge inappropriate behaviour at all levels
of an organisation. It is both an instrument in support of good governance and a manifestation
of a more open organisational culture.

4.32 This is the first time the whistleblowing issue has been examined by this Committee
since the Public Interest Disclosure Act became law, giving protection from victimisation to
those who have raised issues of concern.

4.33 The Public Interest Disclosure Act 1998, which came into force in 1999, provides
whistleblowers with statutory protection against dismissal and victimisation. The Act applies
to people at work raising genuine concerns about crime, civil offences, miscarriage of justice,
and danger to health and safety or the environment. It applies whether or not the information
is confidential and extends to malpractice overseas. The Act distinguishes between internal
disclosures (a disclosure in good faith to a manager or the employer is protected if the
whistleblower has reasonable suspicion that the malpractice has occurred or is likely to
occur), regulatory disclosures and wider disclosures. Regulatory disclosures can be made
in good faith to prescribed bodies such as the Health and Safety Executive, the Inland
Revenue and the Financial Services Authority. Wider disclosures (e.g. to the police, the
media, and MPs) are protected if, in addition to the tests for internal disclosures, they are
reasonable in all the circumstances and they meet one of three conditions. Provided they are
not made for personal gain these conditions are, that the whistleblower:

e reasonably believed he would be victimised if he raised the matter internally
or with a prescribed regulator;

e reasonably believed a cover-up was likely and there was no prescribed
regulator; or

« had already raised the matter internally or with a prescribed regulator.

4.34 In the first three years of the Act, employees lodged over 1,200 claims alleging
victimisation for whistleblowing. Two thirds of these claims were settled or withdrawn
without any public hearing. Tribunals reached full decisions in 152 cases [16]. This has
raised issues about whether it should be necessary for there to be legal protection for those
raising concerns, or whether this should be tackled beforehand in the form of creating an
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organisational culture which promotes openness in the work place, so that these concerns are
raised before it becomes necessary to invoke legislation.

4.35 Firstly, it is important to reiterate that the Act is a statutory 'backstop' to ensure that
employees who follow prescribed procedures for raising concerns are not victimised or suffer
detriment as a result. Where an individual case reaches the point of invoking the Act then this
represents a failure of the internal systems in some respect. Either the employee has failed to
follow the procedure (for whatever reason) or the procedures themselves have failed. In our
view, therefore, any case where the Act is invoked should initiate a review of the
whistleblowing procedures in that organisation.

4.36 Secondly, it is important to distinguish between the popular media-driven definition of a
successful ‘whistleblower' taking his or her 'story’ directly to the press or other (nonregulator
or non-prescribed) external bodies and ‘real' internal whistleblowing. Successful
whistleblowing, in terms of a healthy organisational culture is when concerns are raised
internally with confidence about the internal procedures and where the concern is properly
investigated and, where necessary, addressed. During the course of our inquiry there were a
number of high profile 'so called' whistleblowing cases involving government departments. It
is not for this Committee to comment on individual cases. However, just as where the
invoking of the Act should trigger a review of whistleblowing procedures in an organisation,
so should the unauthorised disclosure of information by those who cite public interest
reasons. Such reviews should in no way be seen or taken as any admission of culpability by
the organisation involved. A review is critical in such circumstances to demonstrate to other
employees the commitment to 'living out' effective whistleblowing procedures and to learn
whether there were issues of organisational culture which may have contributed to the
unauthorised disclosure.

"What | tend to see, obviously from a journalist's point of view, is what reaches the
media. It is when the whistleblowing arrangements do not work within an
organisation then they sort of explode into the public domain”

[Douglas Fraser, Political Editor of the Sunday Herald, 17.06.04 1262].

4.37 The evidence the Committee received indicates that public service leaders do recognise
the importance of proper whistleblowing procedures and the integral part this plays in a
healthy organisational culture:

"We have not gone so far as to teach Welsh schoolchildren the declension of, 'l brief,
you leak, he, she or it blows the whistle’. I think the issue is that we believe that
whistleblowers, without being artificially stimulated or encouraged to blow the
whistle, have adequate protection if they do see something that they believe should
have the whistle blown on it, to do what they should do at that point, which is to blow
the whistle™

[The Rt Hon Rhodri Morgan AM 7.07.04 2426].

"Perhaps | should just say that I think - and would like to say unambiguously - that
the right of people to whistleblow, using the appropriate channels, is fundamental and
absolutely important... ... Anyone working in the public sector who has a problem of
this nature must feel that they can make their point known in an appropriately
protected and safeguarded way"

[Sir Jon Shortridge 7.07.04 2427].
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"I think the existence of whistleblowing will often highlight a lack of maturity in an
organisation in terms of being able to deal with contentious issues in an effective,
straightforward and sensible way. | do feel with other things that this [your]
Committee has promoted that the focus on whistleblowing and the approach that has
been developed over the last five/ten years has resulted in good progress”

[Sir Alan Langlands, 13.07.04 2877].

4.38 Public Concern at Work, the leading campaigning charity in the whistleblowing area,
provided the Committee with comprehensive evidence, which repays careful reading [Public
Concern at Work 22/96/01-15; Guy Dehn, Anna Myers, 15.06.04]. They warned of the
dangers of a prescriptive 'one size fits all' approach to whistleblowing policies because of the
wide differences in the size, function, and constitution of public bodies and because the
uncritical adoption of model procedures can lead to an unwitting tick-box approach to
governance.

4.39 Public Concern at Work drew our attention to variable practice on whistleblowing, both
among regulators and across the public sector. We were told that "There are a lot of
differences” in the way in which regulators regard whistleblowing. While some, like the
Audit Commission and the Financial Services Authority, have embraced the concept and
communicated it very effectively, others have not [Guy Dehn 15.06.04 605].

4.40 This differential approach can be confusing and where the concept is not effectively
communicated, disadvantageous to the challenge of inappropriate behaviour. It underlines the
importance of our recommendation for public bodies to share good practice across
organisational and sector boundaries. Regulators are not exempt from this. Indeed, as we
pointed out in Chapter 1, cross-fertilisation is one of the principles of strategic regulation.

RECOMMENDATION

R37. All regulators should review their procedures for handling whistleblowing by individuals
in bodies under their jurisdiction, drawing upon best practice (for example the Audit
Commission and Financial Services Authority).

4.41 There is also a differential approach across the public sector. A key determinant of the
effectiveness of the whistleblowing arrangements in a public body is the willingness of the
board to demonstrate leadership on this issue. This means reviewing procedural
arrangements, the extent to which they are trusted, awareness levels throughout the
organisation, and reviewing how people who used the procedures were treated [Guy Dehn
15.06.04 630].

4.42 1t is therefore of concern that the Audit Commission has found that only 50 per cent of
the employees in the local government and health bodies which have used the Commission's
self-assessment tools were aware of the Public Interest Disclosure Act, and the protection this
affords an employee making a disclosure concerning fraud and corruption [Audit
Commission, 22/85/04].

4.43 Public Concern at Work emphasised key elements of good practice for organisations to
ensure their whistleblowing arrangements are fit for purpose and integral to their
organisational culture. This Committee emphatically endorses this good practice which can
be summarised in four key elements:
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(ii)

(iii)

(iv)

Ensuring that staff are aware of and trust the whistleblowing avenues. Successful
promotion of awareness and trust depend upon the simplicity and practicality of the
options available, and also on the ability to demonstrate that a senior officer inside
the organisation is accessible for the expression of concerns about wrongdoing, and
that where this fails, there is recourse to effective external and independent
oversight.

Provision of realistic advice about what the whistleblowing process means for
openness, confidentiality and anonymity. While requests for confidentiality and
anonymity should be respected, there may be cases where a public body might not
be able to act on a concern without the whistleblower's open evidence. Even where
the whistleblower's identity is not disclosed, "this is no guarantee that it will not be
deduced by those implicated or by colleagues."

Continual review of how the procedures work in practice. This is a key feature of the
revised Code on Corporate Governance, which now places an obligation on the audit
committees of listed companies to review how whistleblowing policies operate in
practice. The advantage of this approach is that it ensures a review of action taken in
response to the expression of concerns about wrongdoing; it allows a look at
whether confidentiality issues have been handled effectively and whether staff have
been treated fairly as a result of raising concerns.

Regular communication to staff about the avenues open to them. Creative ap-
proaches to this include the use of payslips, newsletters, management briefings and
Intranets, and use too of Public Concern's helpline, launched in 2003 and available
through subscription.

RECOMMENDATION

R38. Leaders of public bodies should reiterate their commitment to the effective
implementation of the Public Interest Disclosure Act 1998 and ensure its principles
and provisions are widely known and applicable in their own organisation. They
should commit their organisations to following the four key elements of good
practice i.e.

(i)

(i1)

(iii)
(iv)

Ensuring that staff are aware of and trust the whistleblowing avenues;

Provision of realistic advice about what the whistleblowing process means for
openness, confidentiality and anonymity;

Continual review of how the procedures work in practice; and

Regular communication to staff about the avenues open to them.
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Conclusion

4.44 Embedding the Seven Principles of Public Life into organisational culture is a common
thread that runs through this report. Our analysis and recommendations in Chapters 2 and 3
are specifically designed to introduce proportionate arrangements to do just this in the area of
public appointments by government departments and in the conduct of councillors in local
government.

4.45 In this final chapter we have reviewed some of the key generic components that can be
applied more widely in all public sector bodies to enhance their governance arrangements in
an effective and proportionate manner. Inevitably much of this concerns learning and
drawing upon good practice in specific areas for more general application across the public
sector. This is not always straightforward. While it appears that many of us can readily
recognise a healthy organisation with ethical behaviour at the heart of its culture (i.e. part and
parcel of everyday operations) we all find it more difficult to describe the constituents parts
which have made it so.

4.46 However intangible the issue of culture appears, the Committee believes that it is critical
to delivering high standards of propriety in public life in a proportionate and effective
manner. Learning from good practice must play a central role and we have identified three
key areas for improvement:

e Training and development. We were particularly impressed with the innovative
experienced based learning techniques pioneered by the Audit Commission which
help organisations reach their own determinations of their strengths and
weaknesses and allow the solutions to come from within rather than imposed from
outside. The tools have the added benefit of allowing benchmarking against similar
organisation and, if widely used, will provide useful aggregate data on ethical culture
across the public sector.

« Governance of propriety in managing conflicts of interest. A very real challenge
faces public bodies in how to involve people with current and relevant expertise in
non-executives roles, while at the same time ensuring no conflict or perception of
conflict between public and private interests. Continual vigilance, openness and a
risk based approach can help organisation achieve this balance. Two recent reports
[13 and 14] have wide applicability and we recommend that the best practice so
described should be adopted by all public bodies; and

o 'Whistleblowing' - or more accurately - a culture that encourages the challenge of
inappropriate behaviour at all levels. We have sought to distinguish between the
'media’ driven definition of whistleblowing and the role it can play internally in a
healthy ethical organisational culture. Here, more than in any other area we have
considered, the principle of Leadership is paramount if organisations are to truly 'live
out' the procedures that all have in place. The statutory framework (Public Interest
Disclosure Act 1998) is a helpful driver but must be recognised as a ‘backstop’ which
can provide redress when things go wrong not as a substitute for cultures that
actively encourage challenge of inappropriate behaviour. We have recommended
that leaders of public bodies should commit themselves to follow the elements of
good practice developed by Public Concern at Work, the leading organisation in this
field.
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